NHOOPMANUA IJIA OBYYAIOIIIUXCA
Ob OITACHOCTAX UHTEPHETA

C KaXJpIM TOJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ IIKOJLHUKU OJHU U3 CAMBIX
aKTHBHBIX N0JIb30BaTenel Pynera. Mex iy TeM, TOMUMO OIPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeCeT U MpoOIeMbl. JTa MaMsATKa J0JDKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.
KommnbrorepHbie BUPYCHI
KomnbloTepHblii BUPYC - 3TO Pa3HOBUIHOCTb KOMIBIOTEPHBIX MPOTrpamMM, OTIMYUTEIbHON
OCOOCHHOCTBIO KOTOPOil SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomonHeHue K 3ToMmy,
BUPYCHI MOT'YT MTOBPEAUTDH WM TIOJTHOCTBIO YHUUTOXXUTH BCe (DaiIbl U JTaHHBIE, TOAKOHTPOJILHBIC
M0JIb30BATENI0, OT UMEHH KOTOPOTOo ObLiIa 3alyllieHa 3apa)keHHasi IporpaMma, a Takke oBpPeIuTh
WIN J1a)K€ YHUYTOXXUTH ONEPAIMOHHYIO CHCTEMY CO BceMH (ailiamu B 11esioM. B OonbImMHCTBE
CJIy4aeB pacHpOCTPaHSIOTCS BUPYCHI YEPE3 UHTEPHET.
MeTo/1b1 3a1IUThI OT BPEJOHOCHBIX IPOTrpamMMm:
1. Ucnonb3yit cOBpeMEHHbIE OTNIEPAIlMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIA YPOBEHB 3aIIUTHI OT
BPEIOHOCHBIX ITPOrPaMM;
2. IlocrosHHO ycTaHaBnMBail mayTH (UU(pOBBIE 3aIlIaTKH, KOTOPbIE AaBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IIEIBIO TIOPAOOTKH MPOrpaMMBbl) U Jpyrue 0OHOBIICHHS CBOCH OIIEPallMOHHON
cuctembl. CkaunBail X TOJIbKO ¢ odunuampHoro caira paspadborunka OC. Ecnu cymectByet
PEXUM aBTOMATUYECKOTO OOHOBJICHHS, BKIIFOUH €T0;
3. Paboraii Ha cBOeM KOMIIbIOTEpE MO/ MpaBaMu MOJIb30BaTENs, @ HE aAMHUHHUCTpATOpa. JDTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAJUIMPOBATHCSI HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEDPE;
4. Vcnonb3yil aHTUBUPYCHBIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTEIEH, C
ABTOMATUYECKUM OOHOBJICHHUEM 0a3;
5. Orpannyp (HU3HYECKHA JOCTYI K KOMITBIOTEPY I TOCTOPOHHUX JIHIL;
6. Vcnonb3yii BHENIHME HOCUTENH HH(OpManuu, Takue Kak ¢remka, AUCK unu daiin u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB;
7. He oTkpbIBaii KOMIbIOTEpHBIE (haiiiibl, MOMyUYEHHbIE U3 HEHAJECKHBIX MCTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpPbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydllie yTouHu y HEro, OTIPaBJIsl JIU OH TeOe UX.
Ceru WI-FI
Wi-Fi - 370 He BU nepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIb OpeH 1, mapka. Emte B 1991
rofly HHJEpiaHJICKas KommaHus 3apeructpupoBaia Opena "WECA", dro o6o3Hadano
cnoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs kak "0ecripoBOAHAsI TOYHOCTD
Jlo Hamiero BpeMeHHM Jouuia apyras abOpeBuarypa, KOTopasl sBISETCS TaKOM e TeXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha CTaHJAPT BBICIIEH
3BykoBo# TexHuku Hi-Fi, uto B nmepeBosie o3HavyaeT "BbICOKasi TOYHOCTH'.
Ja, OecnnaTHbI MHTEpPHET-IOCTYN B Kade, OTENsX U adporoprax SBISETCS OTJINYHOU
BO3MOKHOCTBIO BbIXO/1a B MHTEpHET. HO MHOTHE 3KCIIEpThI CUMTAOT, YTO 001Ief0cTymHbIe Wi-Fi
CETH He SBIISIOTCS 0€30MaCHBIMH.
CoBeTbl 110 0€30MaCHOCTH PabOTHI B 001Ie0CTYTHBIX ceTsix Wi-fi:
1. He mepemanaii cBoro 1uuHyto nHpopmaimio uepes odmenoctynubie Wi-Fi cetu. Paboras B HuX,
JKEJIaTeIbHO HE BBOJUTH NIAPOJIM JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEDPA;
2. HWcnone3yil u OOHOBIANW aHTHBHPYCHbIE IporpaMmbl M OpaHamayep. Tem caMbIM Thbl
oOe3onacuiib ceds 0T 3aKaYKH BUpPYyca Ha TBOE YCTPOHCTBO;
3. Ilpu ucnonb3oBanuu Wi-Fi orkmroun ¢pynkmuro "OO6mmii qoctyn K (daitiaMm u mpuHTEpam'.
JanHas QyHKIMS 3aKpbITa 10 YMOJIYaHUIO, OIHAKO HEKOTOPHIE I0JIb30BATENIN aKTUBUPYIOT €€ s
y100CTBa UCIIOIH30BaHUsI B pab0Te WK yuele;
4. He ucnonw3yit myonmuunsnii WI-FI ans nepenaun TUYHBIX JaHHBIX, HAlpUMEp AJIS BBIXO/A B
COLIMAJIbHBIE CETH UJTU B DJIEKTPOHHYIO MOYTY;
5. Ucnonw3yii Tonbko 3amuienHoe coenunenue yepes HTTPS, a ue HTTP, T.e. mpu Habope Be6-
anpeca BBoau umeHHo "https://";



6. B mobunsHOM Tenedone orkmoun Gynkuuio "lloakmouenne k Wi-Fi aBromatnuecku". He
JIOTTyCKail aBTOMaTHYECKOTO TOAKIIOUEHUS yCTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormacusi.
CouunanbHble CETH

ConuanbHble CETM aKTMBHO BXOJST B HAlly XH3Hb, MHOTHE JIIOAU PabOTalOT U KUBYT Tam
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIILTHApP] YETOBEK, YTO SBISETCS OIHOU
CelIbMOM BCEX KHUTeNeH IIaHeThl. MHOTHe MOJb30BaTed HE MOHUMAIOT, YTO HHGopMaius,
pasMeleHHas UIMH B COIIMATIBbHBIX CETSAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHUCJIEe HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MMACHOCTH B COITUAIIBHBIX CETSIX:

1. OrpaHnub CUCOK Jpy3el. Y TeOsi B APY3bsiX HE JOJDKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIIOJICH

2. 3amumniaii cBOIO YacTHYI XHU3Hb. He ykaswiBail mapoiu, TenedoHbI, aapeca, AaTy TBOETO
POXJIEHUS W JPYTYI0 JUYHYIO WHGOpMaNuio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJb30BATh JIaxke
MH(GOPMALIMIO O TOM, KaK Thl U TBOU POJIUTEIIN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3ammiait CBOIO penyTaiuio - ASpKH €€ B UUCTOTE U 3a7aBail cede BOMPOC: XOTeN ObI Thl, YTOOBI
JIpyrue Tojb30BaTeNd BHUAETH, 4YTO Thl 3arpyxaems? Ilogymali, mpexiae dYeMm 4TO-TO
OITyOJIMKOBAaTh, HAMCATh U 3aIPy3UTh;

4. Ecnu TBI TOBOpUIIIL C JIFOJBMHU, KOTOPBIX HE 3HACIlb, HE UCIOJb3YH CBOE peallbHOE UMS U
JPYTyIo JTUYHYIO0 HHGOPMAIIUU: UMSI, MECTO JKUTEILCTBA, MECTO Y4eOBl U MPoYee;

5. U36eraii pasmemenusi ¢ororpaduit B MHTEpHETE, Tae Thl M300pa)KeH HA MECTHOCTH, MO
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOJUMO HCIOJIb30BaTh CIOXHBIC IApOIIH,
cocrosme u3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEeE §;

7. J1ns conpanbHO# CeTH, MOUYTHl U IPYTHX CATOB HEOOXOAMMO HCIIOJIB30BaTh Pa3HbIE MapOJIH.
Torna ecnu Te0s1 B3IIOMAIOT, TO 3JI0YMBIIIJICHHUKH TTOJIY4aT JOCTYIT TOJIBKO K OTHOMY MECTY, a HE
BO BCE Cpasy.

DIIEKTPOHHBIE JICHBI U

DNEKTPOHHBIE IEHBIH - 3TO OYEHB YI0OHBII CIOCO0 MIaTeXel, 0JHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIC XOTAT MOJYYUTh 3TU JACHBTH.

DONEKTPOHHBbIE JIEHbIHM TMOSBIJIUCh COBCEM HEIAaBHO M HMMEHHO H3-32 ATOTO0 BO MHOTHX
rocyapcTBax J10 CUX MOpP HE MIPOMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIMOHHPYIOT U O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3leisaioT Ha
HECKOJIPKO BHJIOB - aHOHHMHBIC ¥ HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHMMHEBIE - 3TO TE, B
KOTOPBIX pa3peliaercss MPOBOAUTH oOmepanuu 0e3 HIeHTU(UKALUK TOJbh30BaTeNsi, a B
HEaHOHHWMHBIX UACHTU(UKALIVS TT0JIb30BATENS SBISETCS 00s13aTEIbHOM.

Takxe cienyer pa3nuyarh dJIEKTPOHHBbIE PUATHBIE AEHBIU (PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM)
U JIEKTPOHHbIE He(pUaTHbIE NEHbIH (HE paBHbI TOCYAApPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 O€30MAaCHOM paboTe € NEKTPOHHBIMH JJCHbIaMH:

1. IlpuBspku K cyeTy MOOWIBHBIM TeiaepoH. DTo camblii yHOOHBI M OBICTPBIM crocod
BOCCTAHOBUTh JOCTYN K cyery. llpuBsizaHHBI TenepoH MOMOXKET, ecnu 3adynemb CBOU
MJIATEKHBIN MMapOJIb WU 3aieIb HAa CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonb3yit ogHopaszoBele napoiu. [locie nepexoa Ha yCHIIEHHYIO aBTOPH3AIMIO TeOe yxe He
OyJeT yrposkaTh ONAaCHOCTb KPayKU WM NepexBaTa IJIaTeKHOIO HapoJis;

3. BeiOepu cnoxublii maponb. [IpectymHukam OyaeT HE MPOCTO YrajaaTh CIOKHBIN Mapob.
Hanexxnble maponu - 3T0 maposid, KOTOpPBIE COEpPKAT HE MeHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U TIPOMHUCHBIE OYKBBI, U PHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JIapa, GyHTa,
BOCKJIMIIATEIbHBIN 3HaK 1 T.11. Hampuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAaHHBIC HAa CaliTaX, KOTOPBIM HE JTOBEPSEIIIb.

DJIEKTpOHHAA 1MOYTa

OJeKTpOHHAsl IMOYTa - ITO TEXHOJOTUS M TPEIOCTaBIsieMble €0 YCIYrd IO MNEepechUIKe U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOLICHHH, KOTOpBIE paclpeAessiioTcs B KOMIIBIOTEPHOH CETH.
OOBIYHO ~ DNEKTPOHHBIA  TOYTOBBIA  SIIMK  BBIIJSIAMT — CIEAYIOIIMM  00pa3zoMm:



UMs_TIONIb30BATEeSI@UMsL_JoMeHa. Taikke KpoMme Iepeladyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTh MepeaaBaTh (paiiibl.

OcCHOBHBIE COBETHI 110 06€30IMacCHOM paboTe C AIMEKTPOHHOM MOYTOM:

1. Hago BwIOpaTh MNpaBHIbHBIA IMOYTOBBIM CEpBUC. B HMHTEpHETE €CTh OTPOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4lle JOBEPATH TEM, KOTO 3HAELIb U KTO IEPBHIN B
pEUTHHTE;

2. He ykaspiBaii B JMYHONW moYTe JHuYHYIO uH(popmanmioo. Hampumep, nydiie BbeIOpaTh
"My3bIKaNIbHBIN (aHaT@" wim "pok2013" Bmecto "Temal3";

3. Vcnonb3yil ABYXATaHYI0 aBTOPU3ALMIO. DTO KOI/Ia IOMHUMO IapoJisi HYXKHO BBOAMTH KOJ,
npuchUIaeMbii 1o SMS;

4. BpiOepu cl0KHBIN Tapodib. JJis KaXJA0ro MOYTOBOTO SIIMKA JOJIKEH OBITh CBOW HAJEHKHBIM,
YCTONYUBBIN K B3JIOMY MapOJIb;

5. Ecim ecTh BO3MOXHOCTh HanMCaThb CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJNB3YH OTYy
BO3MOXKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBhIii [UIsl YaCTHON MEPENUCKH C aapecaTaMy,
KOTOPBIM ThI IOBEPSACIIb. DTO MEKTPOHHBIN aJipec He Ha/J0 UCIIOJIb30BaTh MPU PErucTpaliy Ha
dopymax u caiitax;

7. He oTkpbIBaii paiisibl ¥ ApyTUE BIOKEHUS B MHCbMaX, Aa’Ke €CJIM OHU MPUIILTH OT TBOUX APY3€eil.
Jlyuyiie yTo4HM y HUX, OTIPABJISAIIM JIK OHU TeOe 3TH (ailiibl;

8. Ilocne okoHuaHus pabOTHI HA MOYTOBOM CEPBUCE IEpe] 3aKPhITHEM BKIAIKU C CaliTOM He
3a0yap HaxaTh Ha "Beriitu".

KuGepOymiuHr nin BUPTyaabHOE U3/1€BaTEIbCTBO

KubepOymnuHr - mpecieoBaHUEe COOOLICHUSMHU, COACPKAIIMMHU OCKOPOJICHUS, arpeccuio,
3alyTMBAaHUE; XYIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHHME C TIOMOIIBIO PA3TMYHBIX HUHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He 6pocaiics B 601, JIyumimii crioco0: IMOCOBETOBATHCS KakK ce0sl BECTH H, €CITH HET TOT0, K KOMY
MOKHO OOpaTUTHCS, TO BHaYalle YCIOKOUThCS. Eciu Thl HaYHENIb 0TBeYaTh OCKOPOJICHUSIMUA Ha
OCKOPOJICHUS, TO TOJIBKO e1ie OOJIbINe Pa30XkKelb KOH(IUKT;

2. YopaBinsii cBoel kubeppernyranuei;

3. AHOHUMHOCTH B ceTd MHHMasi. CyIIeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTH XyJIMTaHCKUI oOpa3 BUpTyaldbHOW >ku3HHU. IHTEpHET (uKcupyer Bce TBOU
JIeMCTBUS M COXpaHAET UX. Y JauTh UX OyIeT KpaifHe 3aTpyIHUTENIbHO;

5. Co0toiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIOY;

6. Urnopupyit enuHuuyHbli HeraTuB. OJHOPA30Bble OCKOPOWUTENbHBIE COOOLICHMS JTydIle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpalaeTcs Ha Ha4aabHOW CTaauH;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSMH, B COLIUAIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUH C ONPEIETICHHBIX apeCcoB;

8. Ecnu ThI cBuaeTens kuOepOymiauHra. TBou NeMcTBUSA: BBICTYHIHUTH HMPOTUB INpeciieioBaTes,
MO0Ka3aTh €MY, YTO €ro JeHCTBUS OLEHUBAIOTCS HETaTUBHO, MOAEPKATh KEPTBY, KOTOPOH HYKHA
IICUXOJIOTHYECKAs TTOMOII[b, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.
Moo6unbHBIN TeaehoH

CoBpeMeHHbIE cMapT(HOHBI U IUIAHIIETH COAEpKaT B ceOe BIIOJIIHE B3POCIHbIA (YHKIIMOHAM, U
Ternepb OHM MOTYT KOHKYPHpPOBaTh CO CTallMOHApHBIMHM KoMIlbloTepamu. OHaKo, CpelCcTB
3aIUTHI JJIs1 TOAOOHBIX YCTPOMCTB MOKa 04e€Hb Majio. TecTHpOBaHUE U MTOUCK YA3BUMOCTEH B HUX
MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak Juist [1K, To sxe camoe kacaeTcss 1 MOOMIIBHBIX MTPHIIOKEHUH.
CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl yKe NPAaKTUYECKU JTOTHAIN HACTOJbHbIE aHAJOIH, OJHAKO
pacmpenne PyHKITMOHAJIa BIIEYET 32 COO0M OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.
Jlaneko He Bce NPOM3BOJUTENN BBHIYCKAIOT OOHOBJIEHHUS, 3aKpBIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:



Huuero He sBnsieTcs mo-HacrosieMy OeciUlaTHBIM. bByne ocTopoXeH, Beab Kornma Ttebe
IpeUIaratoT OECIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO IUIaTHBIE YCIIYTH;
Hymaii, npexxae yem otnpaButb SMS, ¢oTto nnmm Bugeo. Tl TOYHO 3HaeUIb, TA€ OHU OyAyT B
KOHEYHOM HUTOre?

Heo6xoanMo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(hOHA;

Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBbI JIIsI MOOUJIBHBIX TENE(OHOB;

He 3arpyxaili npuiio)keHHs OT HEU3BECTHOTO MWCTOYHHKA, BEIb OHU MOIYT COJEpPKaTh
BPEIOHOCHOE ITPOrpaMMHOE 00eCIIeUYeHHE;

[Tocne Toro xKak Tl BBIACUIb C caliTa, IJIe BBOJWI JIMYHYIO HH()OpMAIHIO, 3aliI1 B HACTPOHKHU
Opay3epa u ynanu cookies;

[Tepuoanuecku MpoBepsii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JaBaii cBoif HOMep MOOMIBHOrO TejneoHa TOJBKO JIOASAM, KOTOPBIX Thl 3Haellb M KOMY
JIOBEpsICLIb;

Bluetooth nomxeH ObITh BBIKIIIOYEH, KOrja Thl MM He Mnousb3yembscs. He 3a0biBail mHOrnma
IIPOBEPSTH 3TO.

Online urpel

CoBpeMeHHbIE OHJIAHH-UTPHI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE pa3BIeueHUs, O0BEINHSIONINE
COTHH ThICSAY YEJOBEK IO BceMy MHpY. MIrpoku uccieayoT JaHHBIH UM MUp, OOLIAIOTCS APYT €
JPYT'OM, BBINOJIHSIOT 3a/1aHuUs, CPAYKAIOTCSA C MOHCTPAMU U MOJIY4aroT OMbIT. 32 YA0BOJIBCTBUE OHU
IUIATAT: MOKYMAIOT AUCK, OIUIAYMBAIOT a0OHEMEHT WK NPUOOPETAIOT KaKUe-TO OMLIHH.

Bce atu cpencrtBa nayt Ha nmojajep)KaHUE W Pa3BUTHE UIPHL, a TaKkKe Ha caMmy O€30IacHOCTH:
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPHU3ALMH, BBHITYCKAIOTCS HOBbIE MaTuu (LMQPOBBIE 3aILUIATKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTHU CEPBEPOB.

B nomoOHBIX Urpax CTOUT onacaTrbcs HE CTOJIBKO CBOMX COIEPHHMKOB, CKOJIBKO Kpa)KM TBOEIO
naposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMK OOJILIIMHCTBA UTD.

OCHOBHBIE COBETHI 110 OE€30MIACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecnu mpyroit urpok BepeT celst TUI0XO MM co37aeT TeOe HEMPHUITHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. Tloxainyiics aaAMHHHCTpaTOpaM HUIPhl Ha IUIOXOE IOBEACHHME 3TOT0 WIPOKA, XKEJIATEIbHO
IIPWIOKUTH KaKHE-TO JIOKa3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TMuHyI0 HHGOpPMAIUIO B Ipodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHHUKOB I10 UIDE;

5. He ycranaBnuBaii HeopuIIMaIbHbIE TATYU U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE apOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Ioka ThI Urpaems, TBOM KOMIBIOTEP
MOTYT 3apa3UTh.

OUIIMHT WK Kpa)ka JTUYHBIX JaHHBIX

OObIYHOM Kpakel JeHer U JIOKYMEHTOB CEeroJHs YK€ HHUKOTO He YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKH MEPEMECTWINCh B HHTEPHET, M MPOAOJIKAIOT
3aHUMAaThCA "IMIOOUMBIM" IEJIOM.

Tak nosiBuIach HOBasl yrpo3a: HHTEPHET-MOILIEHHNYECTBA WM (UIIMHT, TJIaBHas LeJlb KOTOPOTro
COCTOUT B MOJYYEHUH KOH(HUACHIMAIBHBIX JAHHBIX MOJIb30BaTeNeH - TOrMHOB U maposeil. Ha
aHrnuickom s3bike phishing unrtaercs xak ¢umuHr (ot fishing - peiOHas noBus, password -
11apoJib).

OcHOBHBIE COBETHI 110 60PHOE € QUITHUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu TBI OJ03peBaelib, YTO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HEo0X0IUMO 3a0JIOKHPOBATh €€ U COOOUIUTHh aJAMHHHMCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
CKoOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;
3. Hcnonw3yil ciokHble M pa3Hble mapoiu. Takum oOpa3oM, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;



4. Ecnu 1ebs B3MOMaiHM, TO HEOOXOAUMO TPENYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
00aBJICHBI Y T€OSI B APY3bAX, O TOM, YTO T€Os B3JIOMAIHA M, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUIBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpbIBaii (haliiiel M APYTHE BIOKESHHS B MUChMaX, AK€ €CJIM OHU MPUIILUTH OT TBOMX JIPYy3eH.
Jlydie yTOYHH y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (paitibl.

[{udposas penyranus

[udposast pemyramust - 3TO HEraTHMBHAs WM TO3UTHUBHAS HHQpOpManus B ceTd O Teoe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEPbEe3HbIM 00pa3oM
OTpa3uThCA Ha TBOEH peanbHOW Xu3HU. "Lludposas permyramus” - 370 TBOW HUMUIK, KOTOPBIH
dbopmupyeTcst u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.

TBoe MecTO >KHUTENbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckaszbl 0 OJU3KHUX - BCE 9TO HAKAIJIMBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYONUKAMK JUYHOW WH(POpMAlUU B
HuTepHeTe, HE MOHUMAsi BO3MOKHBIX MOCIeICTBUHN. ThI 1axke HE CMOKEIIb JOTaAaThCs O TOM, YTO
¢dororpadus, pazmerienHas 5 et Ha3aj, cTajna MPUIUHONW OTKa3a MPUHATH TeOs Ha PaboTy.
KommenTapuu, pazMernienne TBoux Gororpaduii u apyrue AeWcTBUS MOTYT HE UCUE3HYTh JIaxke
MI0CJIE TOTO, KaK Thl UX yIaNuIIb. Thl HE 3HACHIb, KTO COXPAHWJI ATY HH(POPMAIIHIO, TIONAJIa JIK OHA
B TMIOMCKOBBIE CUCTEMBI U COXPAHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYKaIOIIUe
JIIOJIM, KOTOpbIE HAAyT U YBUIAT 3T0. HailTh nHpOpMaIo MHOTO JIET CIIyCTSl CMOXKET JH000H -
KaK U3 T0OpBIX TOOYKIACHH, TaK M C HAMEPEHUEM IPUUUHUTH Bpel. DTO MOXKET ObITh KTO YTOHO.
OCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON pemyTanuu:

1. [Togymaii, mpexae ueM 4To-TO IMyOJIIMKOBATh U MepeiaBaTh y cedsi B OJIOre Uiu B COI[MAIBHOM
CeTu;

2. B Hacrtpoiikax npoduisi yCTaHOBH OTPAaHUYECHHUS HA IMPOCMOTP TBOETO NPOGUIS U €ro
COJIEP’)KUMOT0, CJIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3memaii 1 He yka3biBail MH(pOpMAIUIO, KOTOpas MOXKET KOTro-Iu00 OCKOPOJIATh WK
0o0MXaThb.

ABTOpCKOE TIPaBO

CoBpeMeHHbIE NIKOJIbHUKH - aKTUBHBIE TI0JIb30BaTENIN IMPPOBOro mpocTpancTBa. O HAKO AaNIEKO
HE BCE 3HAIOT, 4YTO IOJb30BAHHE MHOTMMH BO3MOXHOCTSMHM LH(POBOro Mupa Tpelyer
coOI0IeHHSI TTPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "MHTeMIEKTyajdbHas COOCTBEHHOCTb" OTHOCHUTCS K  pa3iMYHbIM  TBOPEHHUSAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrdM, W 3aKaH4YMBasg KHHUramu, QortorpadusiMu, KUHOQUIBMaMU U
MY3bIKITbHBIMH TTPOU3BEACHUSIMHU.

ABTOpCKHE ITpaBa - ATO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEIECHUS HAyKH,
JUTEpaTypel M HWCKYCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B KAauyeCTBE TapaHTUU TOTO, UYTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHbIM, JacT €My CIpaBelIHBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAad, NOJYyYUTh U3BECTHOCTh U MPU3HAHHUE.
HuxkTo 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, ITYCKaThb B MPOKAT, MyOINYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 0OECTICYSHHS MOXKET MPUBECTH K MHOTUM PHUCKaM:
OT MOTEPH JIaHHBIX K TBOMUM aKKayHTaM /10 OJOKHMPOBKH TBOETO YCTPOMCTBa, /i€ yCTaHOBJIEHA
HeJseranbHas nmporpamma. He ctout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHbBIE U OeCTIIIaTHbIE
IPOTPaMMbI, KOTOPBIE MOKHO HalTH B CETH.

O noprane

CeteBHUOK.p( - TBOH INIaBHBIA COBETYMK B CETH. 371€Ch Thl MOXeEIIb y3HATh O O€30MaCHOCTH B
CeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, @ TPH BO3HUKHOBEHWH KPUTHUYECKOW CHTYyalluu



00paTUTHCS 32 COBETOM. A TaKKe NMPUHATH ydacTUE B KOHKYpCax M CTaTh CaMbIM LH(POBBHIM
rpax iaHuHOM !



